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Summary 

Navigating the Internet requires using addresses and corresponding names that identify the 
location of individual computers. The Domain Name System (DNS) is the distributed set of 
databases residing in computers around the world that contain address numbers mapped to 
corresponding domain names, making it possible to send and receive messages and to access 
information from computers anywhere on the Internet. Many of the technical, operational, and 
management decisions regarding the DNS can have significant impacts on Internet-related policy 
issues such as intellectual property, privacy, Internet freedom, e-commerce, and cybersecurity. 

The DNS is managed and operated by a not-for-profit public benefit coiporation called the 
Internet Corporation for Assigned Names and Numbers (ICANN). Because the Internet evolved 
from a network infrastructure created by the Department of Defense, the U.S. government 
originally owned and operated (primarily through private contractors) the key components of 
network architecture that enable the domain name system to function. A 1998 Memorandum of 
Understanding (MOU) between ICANN and the Department of Commerce (DOC) initiated a 
process intended to transition technical DNS coordination and management functions to a private- 
sector not-for-profit entity. Additionally, a contract between DOC and ICANN authorizes ICANN 
to perform various technical functions such as allocating IP address blocks, editing the root zone 
file, and coordinating the assignment of unique protocol numbers. By virtue of this contract and 
two other legal agreements, DOC exerts a legacy authority and stewardship over ICANN, and 
arguably has more influence over ICANN and the DNS than other national governments. 

On March 14, 2014, the DOC’s National Telecommunications and Information Administration 
(NTIA) announced its intention to transition its stewardship role and procedural authority over 
key domain name functions to the global Internet multistakeholder community. If a satisfactory 
transition and Internet governance mechanism can be achieved, NTIA stated that it would let its 
contract with ICANN expire as early as September 30, 2015. NTIA has also stated that it will not 
accept any transition proposal that would replace the NTIA role with a government-led or an 
intergovernmental organization solution. 

Legislation was introduced into the 1 13 th Congress seeking to limit NTIA’s ability to transfer its 
authority over certain domain name functions. Ultimately, the 113 th Congress enacted two 
legislative provisions that address NTIA’s proposed transition. Section 540 of the Consolidated 
and Further Continuing Appropriations Act, 2015 (P.L. 113-235) provided that during FY2015, 
NTIA may not use any appropriated funds to relinquish its responsibility with respect to Internet 
domain name system functions. Meanwhile, Section 1639 of the FY2015 National Defense 
Authorization Act (P.L. 113-235) contained Sense of Congress language on the future of the 
Internet and the .mil top-level domain. 

In the 1 14 th Congress, H.R. 805 (the DOTCOM Act of 2015) would prohibit NTIA from 
relinquishing responsibility over the Internet domain name system until the Government 
Accountability Office (GAO) submits a report to Congress examining the implications of the 
proposed transfer. In the Senate, S.Res. 71 (designating the week of February 8 through February 
14, 2015, as “Internet Governance Awareness Week”) seeks to increase public awareness 
regarding NTIA’s proposed transition and emphasizes the importance of designing accountability 
and governance reforms to best prepare ICANN for executing the responsibilities that it may 
receive under the possible transition. S.Res. 71 was passed by the Senate on February 5, 2015. 
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The 114 th Congress is likely to closely examine the benefits and risks of NTlA’s proposed 
transition of its authority over ICANN. As a transition plan is developed by ICANN and the 
Internet community, Congress will likely monitor and evaluate that plan, and seek assurances that 
an Internet and domain name system free of U.S. government stewardship will remain stable, 
secure, resilient, and open. Congress will also likely continue to monitor ICANN’s rollout of the 
new generic top level domain (gTLD) program, while also assessing to what extent ongoing and 
future intergovernmental telecommunications conferences constitute an opportunity for some 
nations to increase intergovernmental control over the Internet. How these and other DNS-related 
issues (such as intellectual property, cybersecurity, and privacy) are ultimately addressed and 
resolved could have profound impacts on the continuing evolution of ICANN, the DNS, and the 
Internet. 
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Background and History 

The Internet is often described as a “network of networks” because it is not a single physical 
entity but, in fact, hundreds of thousands of interconnected networks linking hundreds of millions 
of computers around the world. Computers connected to the Internet are identified by a unique 
Internet Protocol (IP) number that designates their specific location, thereby making it possible to 
send and receive messages and to access information from computers anywhere on the Internet. 
Domain names were created to provide users with a simple location name, rather than requiring 
them to use a long list of numbers. Top Level Domains (TLDs) appear at the end of an address 
and are either a given country code, such as .jp or .uk, or are generic designations (gTLDs), such 
as .com, .org, .net, .edu, or .gov. The Domain Name System (DNS) is the distributed set of 
databases residing in computers around the world that contain the address numbers, mapped to 
corresponding domain names. Those computers, called root servers, must be coordinated to 
ensure connectivity across the Internet. 

The Internet originated with research funding provided by the Department of Defense Advanced 
Research Projects Agency (DARPA) to establish a military network. As its use expanded, a 
civilian segment evolved with support from the National Science Foundation (NSF) and other 
science agencies. While there were (and are) no formal statutory authorities or international 
agreements governing the management and operation of the Internet and the DNS, several entities 
played key roles in the DNS. For example, the Internet Assigned Numbers Authority (LANA), 
which was operated at the Information Sciences Institute/University of Southern California under 
contract with the Department of Defense, made technical decisions concerning root servers, 
determined qualifications for applicants to manage country code TLDs, assigned unique protocol 
parameters, and managed the IP address space, including delegating blocks of addresses to 
registries around the world to assign to users in their geographic area. 

NSF was responsible for registration of nonmilitary domain names, and in 1992 put out a 
solicitation for managing network services, including domain name registration. In 1993, NSF 
signed a five-year cooperative agreement with a consortium of companies called InterNic. Under 
this agreement, Network Solutions Inc. (NSI), a Herndon, VA, engineering and management 
consulting firm, became the sole Internet domain name registration service for registering the 
.com, .net., and .org. gTLDs. 

After the imposition of registration fees in 1995, criticism of NSI’s sole control over registration 
of the gTLDs grew. In addition, there was an increase in trademark disputes arising out of the 
enormous growth of registrations in the .com domain. There also was concern that the role played 
by IANA lacked a legal foundation and required more permanence to ensure the stability of the 
Internet and the domain name system. These concerns prompted actions both in the United States 
and internationally. 

An International Ad Hoc Committee (IAHC), a coalition of individuals representing various 
constituencies, released a proposal for the administration and management of gTLDs on February 
4, 1997. The proposal recommended that seven new gTLDs be created and that additional 
registrars be selected to compete with each other in the granting of registration services for all 
new second level domain names. To assess whether the IAHC proposal should be supported by 
the U.S. government, the executive branch created an interagency group to address the domain 
name issue and assigned lead responsibility to the National Telecommunications and Information 
Administration (NTIA) of the Department of Commerce (DOC). On June 5, 1998, DOC issued a 



Congressional Research Service 



1 



Internet Domain Names: Background and Policy Issues 



final statement of policy, “Management of Internet Names and Addresses.” Called the White 
Paper, the statement indicated that the U.S. government was prepared to recognize and enter into 
agreement with “a new not-for-profit corporation formed by private sector Internet stakeholders 
to administer policy for the Internet name and address system.” 1 In deciding upon an entity with 
which to enter such an agreement, the U.S. government would assess whether the new system 
ensured stability, competition, private and bottom-up coordination, and fair representation of the 
Internet community as a whole. 

The White Paper endorsed a process whereby the divergent interests of the Internet community 
would come together and decide how Internet names and addresses would be managed and 
administered. Accordingly, Internet constituencies from around the world held a series of 
meetings during the summer of 1998 to discuss how the New Corporation might be constituted 
and structured. Meanwhile, IANA, in collaboration with NSI, released a proposed set of bylaws 
and articles of incorporation. The proposed new corporation was called the Internet Corporation 
for Assigned Names and Numbers (ICANN). After five iterations, the final version of ICANN’s 
bylaws and articles of incorporation were submitted to the Department of Commerce on October 
2, 1998. On November 25, 1998, DOC and ICANN signed an official Memorandum of 
Understanding (MOU), whereby DOC and ICANN agreed to jointly design, develop, and test the 
mechanisms, methods, and procedures necessary to transition management responsibility for 
DNS functions — including IANA — to a private-sector not-for-profit entity. 

On September 17, 2003, ICANN and the Department of Commerce agreed to extend their MOU 
until September 30, 2006. The MOU specified transition tasks which ICANN agreed to address. 
On June 30, 2005, Michael Gallagher, then- Assistant Secretary of Commerce for 
Communications and Infonnation and Administrator of NTIA, stated the U.S. government’s 
principles on the Internet’s domain name system. Specifically, NTIA stated that the U.S. 
government intends to preserve the security and stability of the DNS, that the United States would 
continue to authorize changes or modifications to the root zone, that governments have legitimate 
interests in the management of their country code top level domains, that ICANN is the 
appropriate technical manager of the DNS, and that dialogue related to Internet governance 
should continue in relevant multiple fora. 2 

On September 29, 2006, DOC announced a new Joint Project Agreement (JPA) with ICANN 
which was intended to continue the transition to the private sector of the coordination of technical 
functions relating to management of the DNS. The JPA extended through September 30, 2009, 
and focused on institutionalizing transparency and accountability mechanisms within ICANN. On 
September 30, 2009, DOC and ICANN announced agreement on an Affirmation of Commitments 
(AoC) to “institutionalize and memorialize” the technical coordination of the DNS globally and 
by a private-sector-led organization. 3 The AoC affirms commitments made by DOC and ICANN 
to ensure accountability and transparency; preserve the security, stability, and resiliency of the 
DNS; promote competition, consumer trust, and consumer choice; and promote international 
participation. 



1 Management of Internet Names and Addresses, National Telecommunications and Information Administration, 
Department of Commerce, Federal Register, Vol. 63, No. Ill, June 10, 1998, 31741. 

2 See http://www.ntia.doc.gOv/ntiahome/domainname/USDNSprinciples_06302005.pdf. 

3 Affirmation of Commitments by the U.S. Department of Commerce and the Internet Corporation for Assigned Names 
and Numbers, September 30, 2009, available at http://www.ntia.doc.gov/ntiahome/domainname/ 
Affrrmation_of_Commitments_2009.pdf. 
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ICANN Basics 

ICANN is a not-for-profit public benefit corporation headquartered in Los Angeles, CA, and 
incorporated under the laws of the state of California. ICANN is organized under the California 
Nonprofit Public Benefit Law for charitable and public purposes, and as such, is subject to legal 
oversight by the California attorney general. ICANN has been granted tax-exempt status by the 
federal government and the state of California. 4 

ICANN’s organizational structure consists of a Board of Directors (BOD) advised by a network 
of supporting organizations and advisory committees that represent various Internet 
constituencies and interests (see Figure 1). Policies are developed and issues are researched by 
these subgroups, who in turn advise the Board of Directors, which is responsible for making all 
final policy and operational decisions. The Board of Directors consists of 16 international and 
geographically diverse members, composed of one president, eight members selected by a 
Nominating Committee, two selected by the Generic Names Supporting Organization, two 
selected by the Address Supporting Organization, two selected by the Country-Code Names 
Supporting Organization, and one selected by the At-Large Advisory Committee. Additionally, 
there are five non-voting liaisons representing other advisory committees. 

The explosive growth of the Internet and domain name registration, increasing responsibilities in 
managing and operating the DNS, and the rollout of the new gTLD program has led to marked 
growth of the ICANN budget, from revenues of about $6 million and a staff of 14 in 2000, to 
total support and revenue of $159 million and a head count of 373 budgeted for 2015. 5 ICANN 
has been traditionally funded primarily through fees paid to ICANN by registrars and registry 
operators. Registrars are companies (e.g., GoDaddy, Google, Network Solutions) with which 
consumers register domain names. 6 Registry operators are companies and organizations that 
operate and administer the master database of all domain names registered in each top level 
domain (for example VeriSign, Inc. operates .com and .net, Public Interest Registry operates .org, 
and Neustar, Inc. operates .biz). 7 



4 ICANN, 2008 Annual Report, December 3 1 , 2008, p. 24, available at http://www.icann.org/en/annualreport/annual- 
report-2008-en.pdf. 

5 ICANN, FY15 Adopted Operating Plan and Budget, pp. 6, 10, available at https://www.icann.org/en/system/files/ 
files/adopted-opplan-budget-fy 15-0 ldecl4-en.pdf. 

6 A list of ICANN-accredited registrars is available at http://www.icann.org/en/registries/agreements.htm. 

7 A list of current agreements between ICANN and registry operators is available at http://www.icann.org/en/registries/ 
agreements.htm. 
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Figure I . Organizational Structure of ICANN 




Source: http://www.icann.org/en/groups/chart. 



Issues in the 114 th Congress 

Congressional committees (primarily the Senate Committee on Commerce, Science and 
Transportation and the House Committee on Energy and Commerce) maintain oversight on how 
the Department of Commerce manages and oversees ICANN’s activities and policies. Other 
committees, such as the House and Senate Judiciary Committees, maintain an interest in other 
issues affected by ICANN, such as intellectual property and privacy. The Appendix shows a 
listing of congressional committee hearings related to ICANN and the domain name system 
dating back to 1997. 



ICANN's Relationship with the U.S. Government 

The Department of Commerce (DOC) has no statutory authority over ICANN or the DNS. 
However, because the Internet evolved from a network infrastructure created by the Department 
of Defense, the U.S. government originally owned and operated (primarily through private 
contractors such as the University of Southern California, SRI International, and Network 
Solutions Inc.) the key components of network architecture that enable the domain name system 
to function. The 1998 Memorandum of Understanding between ICANN and the Department of 
Commerce initiated a process intended to transition technical DNS coordination and management 
functions to a private-sector not-for-profit entity. While the DOC plays no role in the internal 
governance or day-to-day operations of ICANN, the U.S. government, through the DOC, retains a 
role with respect to the DNS via three separate contractual agreements. These are 

• the Affirmation of Commitments (AoC) between DOC and ICANN, which was 
signed on September 30, 2009; 
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